Bastion Secured Cloud

«Bastion Secured Cloud» (Hdanee BSC) - nponyKT ay1st opranmsaniy KOpIIOpaTUBHON
BUPTyaJIbHO pabouert cpedbl, IIPedOCTaB/ISIONINIL CEePBUC COBMECTHOM MU
Oe3omacHOV pabOTHI ¢ parUTaMu.

BSC nosBosseT XxpaHUTh 1 IlepejaBaTh YyBCTBUTEIIbHYIO MHAOPMALIVIO KaK BHYTPU
KOPIIOPATUBHOM CeTM, TaK ¥ BallMM IapTHEpaM C yZOOCTBOM MOOMIBHOTO
IPMIIOKeHMS 11 0e30I1aCHOCTBIO XPaHIWINIIA CO CKBO3HBIM (e2e) I poBaHMeM.

1. KpaTkoe onucaHue CTPYKTYPbI aIMHHHCTPHPYEMOTr0 KOMILIEKCA
C momompo BSC opraHmzammm IMOIy4YalOT HaIeXHBII MHCTPYMEHT O0JIavHOTO
XpaHEeHMS VI COBMECTHOV PpaboThI ¢ MHEOPpMAIIMen 10 IPUHIIUITY ONn- premise Ha
cobcTBeHHOV WMH@pacTpyKkType. [Ipm 3TOM pereHme mno3BossieT 0OMeHMBATHCS
JAHHBIMM C BHEIITHVIMM IT0JTB30BaTEIISIMM 3a TIEPVMETPOM OpraHM3aIyA.
B cocraB mpomyKra BXOMST CJIENyIOliie IPVIOXKeHNs, [IO3BOJIIIoNIe padoTars B
yacTHOM obrtake (PrcyHok 1) :
e CucreMa XpaHeHMS IaHHBIX — CICTeMa, OOecIteunBaloiias 0e3oracHoe XpaHeHve 1
oOMeH KOpIIOpaTMBHBIMY JIOKYMEeHTaMM 1 pariIaMy MeXITy COTPYITHMKAMI;
e Crcrema Busyaymsanmy MHTepderica 11 B3anMOIEVICTBYS ¢ XPaHVUIVIIIEM TaHHBIX
- IIO03BOJISIeT IIOJIb30BaTello paboTaTe B J0OoM Opaysepe ¢ damwiamm u
B3aVIMOZIEVICTBOBATE C CMCTEMOV XpaHEeHWsI B 0e30I1aCHOM peXIMe.

2. HcnosiHeHWe B aNNMapaTHO-MPOrpaMMHOM KOMILIEKCe
2.1 AnnapaTHble TpeOGOBaHUSA

TpeboBaHus K yCTPOUCTBY AJIs 3aIlyCKa M TECTHPOBAHUS:
* Coenunenue c MHTepHeT
* Jlokep Ha Linux
* [lanky c yctaHOBOYHBIMU (hailnamu
*  VYCTpOHCTBO C MUHMMAJIBHBIMU XapaKTEPUCTUKAMH:
o CPU
o RAM
o Disk
* [10 ycTraHOBIIEHHOE Ha yCTPOUCTBE:
o Juctpubyrtus Linux (Ubuntu nro6oit akTyasibHol Bepcrn)
Docker
Docker-compose
make
wget

O O O O


https://wiki.ubuntu.com/Releases

2.2 IloaroroBka cpeasbl
* I[J'ISI YCTaHOBKH Docker II0CJICAOBATECIILHO BBIIIOJIHAEM KOMAaH/IbI
1. $sudo apt-get update
2. $sudo apt-get install apt-transport-https ca-certificates curl software-properties-common
3. $curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add -
4. $sudo apt-key fingerprint OEBFCD88
5. $ sudo add-apt-repository "deb [arch=amd64] https://download.docker.com/linux/ubuntu
$(Isb_release -cs) stable"
6. $sudo apt-get update
7. $ sudo apt-get install docker-ce
8. $sudo docker -v

Ecnu mociie 8 myHkra Mbl mosyuniin Bepcuto DOCKer, 3HaunT ycTaHOBKa 3aBEpIIICHA YCIICIITHO.
* Jlist ycranoBku Docker-compose nociie1oBaTeibHO BHITOIHIEM KOMAaH/IbI

1. $sudo curl -L https://github.com/docker/compose/releases/download/1.21.2/docker-
compose-'uname -s'-'uname -m' -o /usr/local/bin/docker-compose

2. $sudo chmod +x /usr/local/bin/docker-compose

3. $ docker-compose -version

Ecnu noce 3 myHkTa MbI mosty4yriin Bepcuto Docker-compose, 3HauuT ycTaHOBKa 3aBepIlicHA

ycnemHo

® I[J'ISI YCTaHOBKHU make IIOCJIICA0BATCIIbHO BBIIIOJIHACM KOMAH/bI

1. $sudo apt update

2. $sudo apt install make

3. $ make -version

Ecnu mocie 3 myHKTa MbI MOJTyYHITH Bepcrio Make, 3HauuT ycTaHOBKA 3aBepIlieHa YCIEeITHO

e Jlns ycranoBku WQet, Boiiaute yepe3 SSH oT uMeHu mosb3oBarens 00t v BHITOTHUTE KOMaH/IbI:

a. $apt-get install wget
b. Haxwmure Y: $ dpkg -l | grep wget

2.3 YcranoBka Ha ¢puznueckoe odopyaoBanmue

1. Ha auctpubytuBe Linux Ubuntu ckaunBaem manky ¢ ycTaHOBOUYHBIMH (aillaMu U COXpaHsieM e€ B
aupekroputo build, mepexoaum B 3Ty nanky. Bemmonnsem komanay: $ cd build

2. Tlogammaem nokaibHO 0a3y U S3 xpaHuiwine. BeimonHsIeM KOMaHTy:
$ docker-compose up -d db minio

Is
Makefile api.tar docker-compose.yml etc

docker-compose up -d db minio
Creating netw et" with the default driver
Creating volume "bsc_data” with default driver
Creating bscjn ... done
Creating bsc_db ... done

3. CkauuBaeM BCIIOMOTATEIbHBIC HHCTPYMEHTHI: IEPEXOIUM B Marnky tools:
$ cd tools
Brimomasgaem KOMAaH/bI:
- wget https://dl.min.io/client/mc/release/linux-amd64/mc
- chmod +x mc
$ waget https://github.com/golang-migrate/migrate/releases/download/v4.14.1/migrate.linux-
amd64.tar.gz
- tar xfv migrate.linux-amd64.tar.gz
- mv migrate.linux-amd64 migrate
- chmod +x migrate


https://download.docker.com/linux/ubuntu/gpg
https://download.docker.com/linux/ubuntu
https://github.com/docker/compose/releases/download/1.21.2/docker-
https://dl.min.io/client/mc/release/linux-amd64/mc
https://github.com/golang-migrate/migrate/releases/download/v4.14.1/migrate.linux-amd64.tar.gz
https://github.com/golang-migrate/migrate/releases/download/v4.14.1/migrate.linux-amd64.tar.gz

cd tools

waget https://dl.min.io/client/mc/release/darwin-amd64/mc
--Z0Z1-0Z-19 16:43:13-- https://dl.min.io/client/mc/release/darwin-amd64/mc
Resolving dl.min.io Cdl.aiin.io)... 178.178.69.Z20Z
Connecting to dl.min.io Cdl.min.io)I178.178.69.Z0Z1:443... connected.
HTTP request sent* awaiting response... Z00 OK
Length: 21681560 CZ1M) fapplication/octet-stream]
Saving to: 'me*

mc 100% [ >] Z0.68M ZZIKB/s in 4m 17s

7071-0Z-19 16:47:31 QBZ.S KB/s) - 'me’ saved CZ1681560/21681560]

ZSSs
chmod +x mc

> wget https://github.com/golang-migrate/migrate/releases/download/v4.14.1/migrate.darwin-amd64.tar.

tar xfv migrate.darwin-amdé4.tar,gz
x ./migrate.darwin-amd64

mv migrate.darwin-amd64 migrate

chmod +x migrate

4. TlomHuMaem pabodee OKpy)KEHHE: BO3BpalaeMcsi Ha ypoBeHb Bbitiie $ cd ..
Brmmonasgem KOMaH,I[y:
$ make migrate minio

> make migrate minio
/tools/migrate -source file://sql -database "postgres://user:pass@127.0.0.:5432/bsc?sslmode=disable” up

1/u init (52.02259ms)

2/u create_acinin (65.850482ms)

3/u sessions (89.978352ms)

4/u settings (108.985481ms)

5/u tfa_confirm (125.498842ms)

6/u alter_files (140.783902ms)

7/u remove_default_folders (156.07168ms)

8/u url_shares (177.150138ms)

9/u s3_name_index (191.750493ms)

10/u file_delete_trigger (208.332907ms)

11/u reg_confirm (226.401032ms)

12/u pass_reset (191.594759ms)

13/u smtp_settings (192.718723ms)

14/u shares (183.7682ms)

15/u unique_file_name (180.598382ms)

16/u update_deleted_at (180.660154ms)

17/u common_access (184.817013ms)

18/u files_full_path (183.335362ms)

19/u files_enlarge_name (179.253893ms)

20/u user_is_active (177.578368ms)

21/u settings_shares_password (175.278866ms)
22/u settings_access_tfa_only (171.814579ms)
23/u url_shares_mode (174.203139ms)

24/u url_shares_fix_expires_at (173.439077ms)
25/u files_user_null (169.857033ms)

26/u url_shares_set_expires_at (167.426806ms)
27/u change_len_file_deleted_name (162.926276ms)
/tools/mc config host add bsc http:/127.0.0.1:9000 access_123 secret_123 --api s3v4
Added 'bsc' successfully.

/tools/mc mb bsc/bsc-files

Bucket created successfully 'bsc/bsc-files'.

5. YcranasnuBaeM jokep oOpa3. BeimoiHseMm KoMaHmy:
$ docker load -i api.tar

docker load -i api.tar
96217705ch94: Loading layer [ s] 2.048kB/2.048kB
5f972858d21a: Loading layer [ n] 30.16MB/30.16MB
Loaded image: bsc_api:latest



https://dl.min.io/client/mc/release/darwin-amd64/mc
https://dl.min.io/client/mc/release/darwin-amd64/mc
https://github.com/golang-migrate/migrate/releases/download/v4.14.1/migrate.darwin-amd64.tar.gz
file://///sql
http://127.0.0.1:9000/

6. INomaumaem Oekenn. Boimonnsem komanay: $ docker-compose up api

h-fm"}
13:50:21.861Z DEBUG registered route {"path™ "/archive/generate”, "method": "POST", "handler": "file.("Handler).Ge

}
-19T13:50:21.8612

DEBUG registered route {"path” settings/domatns”, " Fe , "he 2r'; "settings.("Handler)
UpdateDomains-fm"} bsc.api 1 2021-02-

19T13:50:21.8612 DEBUG registered route "path": "/settings/domains/che " "handle
ndler).UpdateDomainsCheck-fm"} bsc.api 1 2021-

02-19T13:50:21.8617 DEBUG registered route "path": "/settings/smtp”, "method™: "PUT", "handler": "settings.("Handler).Up
dateSMTP-fm"}

19T13:50:21.861Z DEBUG registered route "path": f ) handler": "user.("Handler).SettingsTFA

DEBUG registered route "path: v 1 "PUT", "handler": r.("Handler).Pa:
rdChange-fm"}
bsc.api 1 2021-02-19T13:50:21

oTrash-fm"} bsc.api 1 2021-02-19713:50:21.8

DEBUG registered route "path": "ffile/:id/trash"” le.("Handler).MoveT

DEBUG registered route "path": "ffile/:id/restore”, "method™: "PUT", "handler": "file.("Handler).R
tore-fm"} bsc.api 1 2021-02-19T13:50:21.8612

DEBUG registered route "path": "/auth/refre 1 "handler "Handler).Refresh
-fm"} bsc.api 1 2021-02-19T13:50:21.861Z

DEBUG registered route "path": "ffile/:id", "method": "DELETE", "handler": "file.("Handler).Delete:
mpletely-fm"} bsc.api 1 2021-02-19T13:50:21.861Z

DEBUG registered route "path": "ffile/:id/as nethot DELETE", "handler": "file.("Handler).R

DEBUG registered route "path": er/logout", "method": "DELETE", "handler": er.("Handler).Logou
21-02-19T13:50:21.8612
118 PO O AL e DEBUG registered route {"path": "lauth/refresh”, "method": "DELETE", "handler": “user.("Handler).Refr
esh-fm"} bsc.api 1 2021 9T13:50:21.8612
DEBUG registered route {"path": "/share/:sharelD", "method": "DELETE", "handler": "file.("Handler).De
leteURLShare-fm"} & 12021-02-
19713:50:21.8612 DEBUG registered route {"path": “ftrash/clear", "method" ELETE", "handler": “file.("Handler).Clear
Trash-fm"} b pi 1 2021-02-19T13:50:21.8
DEBUG registered route {"path": "lauth/refresh”, "method": "HEAD", "handler": "user.("Handler).Refres
h-fm"} D 2 50:21.861Z
DEBUG registered route {"path": "lauth/refresh”, "method": "OPTIONS", "handler": "user.("Handler).Ref
resh-fm"}
i 1 2021-02-19T13:50:21.861Z
i 12021-02-19T13:50:21.8612

DEBUG registered route {"path™:  "/auth/refresh”, "method": "CONNECT", "handler": "user.("Handler).Ref
DEBUG registered route {"path™:  "/auth/refresh", "method": "TRACE", "handler": "user.("Handler).Refre

02-19T13:50:21.8 WARN  starting
pi 1 2021-02-19T13:50:21.8632 WARN  starting

7. Tlogaumaem ¢ponTeH, sl 3TOro MepexoauT B HOBOE OKHO TePMHHANA M BHITOIHsIeM KoMaH bl: § cd
web
$ docker-compose up --build

> docke

Building web
Step 1/2 : FRO
> f6d0b4767a6
Step 2/2 : COPY n 0 /ng nf.d/default.conf
)

b | 10-listen-on-ipv6 f sh: E [etc/nginx/conf.d/default.conf
b | 10-listen-on-ipv! f sh: ginx/conf.d/default.conf differs from the packaged version
b | /docker s.sh




s Bxona B unTepdeiic BSC nyxHO U3 moboro Opaysepa nmepeiTu mo aapecy
http://localhost:8000. Buaum mepen coboii okHo ¢ aBTopu3anueii B BSC. Jlanusie s Bxoaa: 1.
Jlorun: admin 2. ITaposs: admin

% locaihost:3000

EN

1P BSC

A B

Sign Up

Forgotl password?

9. Takxe BBl MOXETE 3apETUCTPUPOBATHCS B KAUECTBE MOJIb30BATEIS
1. B okHze Bxoja BeiOMpaeM myHKT Sign Up
2. TIpoxoauM perucTparuro
3. Bxoaum ¢ noiap30BaTeNbCKUMU JIOTHHOM U I1apoJieM


http://localhost:8000/

3 JIuueH3upoBaHue

[IpencraBnenHas Bepcus A paboThl HE TpeOyeT JOMOIHUTEbHON aKTHBALINH, SIBIISIETCS MOJTHO(YHKIIMOHAIBHOM.

4. Moanepxka

Kommnanus Bastion ocyiecTBisieT moaaep KKy B paMKax J0r0BOPa, CPOK HOJICPKKH yCTaHABIMBACTCS
MHIUBUAYAIBHO C KQXKJIBIM 3aKa3UUKOM.

5. KoHTaKThI

[To BOmpOCaM MOAIECPIKKU OOpaIaiTeCh:
. Ha odunmaneshsiii cait: bastion-tech.ru
. Ha snekrponnyro mouty: support@bastion-tech.ru



https://bastion-tech.ru/
mailto:support@bastion-tech.ru

